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-+ IPv6 Path MTU K Router Advertisement

E+E IPv6 Path MTU K Router Advertisement

— ~ |Pv6 Path MTU Discovery 1124

(—) MTU s

MTU (Maximum Transmission Unit)& " & AEEGEN | AVILCHEE - (LFR
(A — (B B nT LA R R RS > DAL T4H (byte) R ELAL - AEEERS £
1 CIERYESS = EIEL(A0 IP Packet)Hy AV fERE e ERIETE56 —EalE
(40 Ethernet Frame) - A [EIHY4EES ] E & AR EHY MTU > 5 RAYAR
*1 HHEMTUE#RE

MTU MTU N
Z :/\E
BT (IP Packet) | (Ethernet Frame) de
H A A 2 K4
Ethernet V2 1500 1514 .
P AR
Ethernet with % 6 bytes PPPOE header
PPPoE 1492 o8 2 bytes PPP 1D
Ethggl‘e;g thi 1500 1518 2 4 bytes Vlan Tag

() EHESE|(Fragment)

e Z KA MTU J2 1500 (1248 MTU 545 IP Packet) » 415 B AR =
BRI » FR R E (Fragment) flo & (& s NV 5 B » DUERFS MTU
FME > FEE B iy 4 &8 R BRI EE -

\Pv4 4B IPV6 ERAPEEESS G5 BIIIEE R A —HE > 75 IPvA 4885 |-/
& FR 25 0 A LS B (T4 IR TAF - A8 AU ES 6 B R A B
it MTU > [ E 23 B B0 AR NI R BT » (R EX LU

AR EE TEREE - AMEAREARESEAL - 5 FR A SRS R EA A 2B &R L
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B BE B B ERIEF SR

MTU B 8 FIfERLZ K/NETT 3 & - ERTA R BRI el L% -
iz EHEH G B R R FRRE AL -

(=) IPv6 PMD 7744

£ IPV6 GEpSHE Ryl RS Hesiy LIFSIE - Blhss N EFEE 0 E] - IPV6
FHEL B TAE R AR B RS ERhT o W5RES 28 (B A e 3 )
W — (il i e MTU RV INIYENEL - BR s e ERER % BT B 55 - FE|
75—l Packet Too Big (EJELAK)HY ICMPV6 [HfEE 45 EIGImEE R - 77
A (O fE L AHIES a3y MTU - EEiAmEE RS R e (R IR EIHY MTU #E1TE
BB B aE I o i (E T SR E RS MTU BIRERURE &y 1Pv6 Path
MTU Discovery (PMD) -

A PMD gEIERHEE - MTU 5t LAEHBERE 25T a 4t EmEoK - B5
HTRER Ry S (A 1 S 3% PMD 2k ICMPV6 561 #5275 K i PEAE > MTU
RHEA EHBER%E > 1Pve BTy EA rl AN IL MM - INIFLAis s (R PRt
KEER) » WHER RS % PMD i€ > FIRHEEEEEAENN KIS SEs 28
B ER L a8 LA RERF ICMPV6 FEEA -

RS T EIAY MTU B LLFBEE R DL Windows {F2E 28t R flan o4 |
B :%JE MTU ! netsh interface ipv6 set subinterface "WLAN" mtu=1500
B fai MTU @ netsh interface ipv6 show subinterfaces "WLAN"

BB %% PPPOE i I IPV6 B> MTU JESTE By 1492 51 5= 5 1500 (£
KAEREE MTU) Jkf 2 bytes PPP ID & 6 bytes PPPOE Header - #15REISEH
PERNTT PPPOE #5522 - BEENE HERE MTU INE » MR B A B
o Ees o Ay 225 A s e A& E L (Router Advertisement) » i
MTU FY{E & E 4G B

AR EE TEREE - AMEAREARESEAL - 5 FR A SRS R EA A 2B &R L
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-+ IPv6 Path MTU K Router Advertisement

— ~ IPv6 Path MTU K Fragment & H4E5 5

#rh Ping JHIERG(5E F Wireshark E160 53 fricas (http://www.wireshark.org/)f
HY Ping Request &z Ping Reply HyEHE > 5t B] DA 2L IPv6 Path MTU Discovery
HETEIETY - qlE 1 235 > HiEmiE a8 PPPOE iRz IPV6 48i&il L Ping
HELTHIER - [N Fy PPPOE B MTU £ 1492 bytes %1 Ping Payload #27# 1444 bytes
I WU AR BT BIAVER SR  AnssfilEe e HiEmY MTU Ky PPPOE Fir
BE(ERE > BI4ES By 1500 bytes » & {gH F 1452 bytes Payload($1f& 40 bytes IPv6
Header k7 8 bytes ICMPv6 Header)Hy Ping JHlEHE » Hherz 4 Packet Too Big
A[EIfE » DLk Path MTU HYGR%EE -

SHIERAE S oadband IPv6 Home  SHizl
WWW.twnic.tw R Gateway  Windows 7

N IPv6 Networt PPPOE P

L U@ Ea—0

e/

Ping 5K Ethernet IPv6 ICMPV6 Ping
IPV6:1492 bytes Header Header Header Payload
Ethernet:1506 bytes 14bytes  40bytes 8 bytes 1444 bytes

IPv6 Path MTU Discovery JHI=tFE 1 =

A H B T EKEIE - AMEAMEARESEAL - SIRRZEZEAS BN BA A e84 ER O
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(—) LL&ERS Path MTU 2 Ping Payload #E7 7 H=E

1. ks MTU 3% E(E
Command : netsh interface ipv6 show subinterfaces "WLAN"

("WLAN" S8t 7 1 4 7)

C:\Windows\system32>netsh interface ipv6 show subinterfaces "WLAN"

MTU MediaSenseState UL TCAE (AR TCAH 7 HE

1492 1 36672754 16685227 WLAN

C:\Windows\system32>
B2 & MTUSREE (MTU=1492)

RS EHEH T EUFEE - NS ERREEARE - 5 | RS RRE BN EDE N &8 & 0
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-+ IPv6 Path MTU K Router Advertisement

2. I1PV6 JHAREE 1k
S eh B IPv6 s 4t kg 1/ NES S (https://test-ipv6.com) - A8 HTIPV63E 4 K7 IPV6
Path MTU DiscoveryZhgEIEE @ 4E3 -

| # teve | | 2Rms | | meEms | gt
k4R ] e
AIFEARRY IPV6 HER,
25 | | memz | | 5=z onen | | S ieve 5 | s

EEAGFENEETFN @ CHSEREeEE—FNEL. SEEERSAEETESRLNE IPve BFERT TE

21

ShEEE SFAE,

Bzt IPv4 DNS 223 FELD (0.7555) &R ipv4

5 IPv6 DNS 5088 AT (1.120s) 8 ipv6

B ERE DNS 8328 AT (1.0875) (&5 ipv6

BISEERE DNS B BT (1.0175) EF3 ipvé

Bl IPv6 8 ALY (2.027s) {FF ipve

BIEH#ERY ISP DNS (RERSS 25 IPve A (1.224s) 53 ipve

& IPv4 IBIBIEMHE PN (4.6835) {EE ipv4 ASN 17713

&3 IPv6 [RISIRHE AiLh (0.808s) /8 ipv6 ASN 1659

;ES%E%’ /\Ei:tg i EiaE;‘E‘ IEE

& 3 IPv6 BLRAE T in 4R

3. T Wireshark 2= HEHUE &
(1) PLRSEHE 5557 EE) Wireshark F2=
(2) i3 T Caputure | > "Interface | >EEFEAGRL /) [ BEEE © Start | - B
JATHECE D ©
(3) MIEILEEEE " Stop , o % (LFRHEGEE

AXAREH TEBREE - NMEANEEEAL - SRRSO R E N A AN B &L
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4. Ping Mz © ping www.twnic.tw -1 1444
HIE e © Path MTU=1492 > Client MTU=1492 > Packet Size=1492

Ping JHIEtEHD Payload £y 1444 bytes » #2{[E L3 Packet A/ By 1492bytes »
TE L ORAERSEREE N HY L2 Frame “K/[N By 1506 bytes » SHELTT -

Ping G Ethernet | IPv6 | ICMPv6 Ping
IPv6:1492 bytes Header Header | Header Payload

Ethernet:1506 bytes

14 bytes 40 bytes 8 bytes 1444 bytes

4 ICMPV6 Payload % 1444 bytes #Y Ping £ 1451
HIEGESRAE 5 s 0 4 2 Ping UK EIEH [O]7E -

Ping web-server2.twnic.net.tw [2001:454e:¢010:101::199] (fEF 1444 {7 e2HAYEFRD:
[0]78 5 2001:454e:c010:101::199: H#[EI=167ms
[O78 5 2001:454e:¢010:101::199: H#[E1=167ms
[O]75 H 2001:454e:c010:101::199: HF[Ei=167ms
[O78 5 2001:454e:c010:101::199: H¥#[=166ms

2001:454e:c010:101::199 Hy Ping #zt&fk

B EfFx =4 CliE =4, BiEKk =0(0% EXR)
R EIFRFE (Z):

ix/IME =166ms > & AfE =167ms » £y = 166ms
PS C:\Windows\system32>

5 Ping {45 5 (Packet Size=1492 » MTU=1492 > Path MTU=1492)

5. {# A Wireshark #i22 Ping MG ZE HEE
ICMPV6 Ping £} 75 1444 bytes Payload - fjii_F 8 bytes ICMPv6 Header

1% IPv6 £ Payload 25 1452 bytes > Ffj[l_I= IPv6 Header 40 bytes » &5
Ky 1492 bytes » &2 PPPOE MTU » fffDLA] DLBE—EfE1K Y, » 410E 6 -

A H B T EKEIE - AMEAMEARESEAL - SIRRZEZEAS BN BA A e84 ER O
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-+ IPv6 Path MTU K Router Advertisement

Ml 7 ER - u] b4
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Adm 2o BDREBRe=2=ZF 25 EQQaH

[ [iempvB type=138 or icunp6.type=129 or dhepvh or ipvé fregment [X] | +
L i Tlastioas P TR T L Y
I = 5 3.109862 2001:b010:5430: f501.. 2001:454e:c010:101:.. ICMPvE 1586 Echo (ping) request id=8x@001, seq=17, -j
T . 112000 OO Ao COT0: 0T o 200 DO I0 o030  To0 . TLTovE 50D ECho (PINE) Teply 10-0xO00T, seq=1/, o
8 4.119254 2001:b010:5430:f501... 2001:454e:c810:101:.. ICMPvE 1506 Echo (ping) request id=0x0081, seq=18,
9 4,121485 2001:454e:c016:101:.. 2001:b010@:5430:F581.. ICMPvE 1506 Echo (ping) reply id=@x@e@l, seq=18, ho v
< >

Frame 5: 1586 bytes on wire (12048 bits), 1586 bytes captured (12048 bits) on interface \Device\NPF_{AA118F26-9CC1-42C7-B
Ethernet II, Src: 50:00:00:06:00:00 (50:00:00:06:00:08), Dst: 58:00:08:01:00:91 (50:00:00:01:08:01)
~ Internet Protocol Version 6, Src: 2001:b810:5430:f501:4485:ac41:216f:1168, Dst: 2801:454e:c810:101::199
@l1e .... = Version: 6
.. Beee @eoa .... .... ..., ..., ... = Traffic Class: 8x8@ (DSCP: CS@, ECN: Not-ECT)
............ 2000 _00BE 0008 00OA 8BPA = Flow Label: @x00AGE
Payload Length: 1452
Next Header: ICMPv6 (58
Hop Limit: 128
Source Address: 20@1:b81@:5430:f581:4485:ac41:2161:1168
Destination Address: 2801:454e:c81@:101::199
v Internet Control Message Protocol vé
Type: Echo (ping) request (128)
Code: @
Checksum: @x6673 [correct]
[Checksum Status: Good]
Identifier: @x@e@1
Sequence: 17

1 6]
v Data (1444 bytes)
Data: 6162636465666768696a6bbcbdbebf70717273747576776162636465666768696a6b6chd...

[Length: 1444]
< >

O td wiresherk WANTNOGE! peapng Packets: 17 ' Displayed: 8 (47.1%) Profile: Defanlt

6 EiZ=EFaEE &R Path MTU 2 Ping Request 4
/INBEER ¢ ] Wireshark HEIAE Filter M8z ABIEGRIE > Dlasfk 2
ZMEEL -

(1) icmpv6.type==128 or icmpv6.type==129 (Ping Request &, Reply)
(2) icmpv6.type==133 or icmpv6.type==134 (RS 5, RA)

(3) dhcpv6 (DHCPV6 £14)

(4) ipv6.fragment.offset (Fragmentation £f41)

6. {53 Wireshark #i22 Ping s EIEH
Ping Replay &7 Ping Request £y ICMPv6 Payload #1778 > IPV6 £k
/IN[EIRE By 1492 bytes » {85 F] Wireshark {22 Ping Replay & 4l[&E 7 > B Ping
Request £ G KEAHE] -

IP S Bk Ry BT S B A — 2 (E FAHEIAVES AL - 2R [l &gy Path
MTU {EA—EGHMHE - LA RTREERE A - BRI B R R (E
B (EAREE R IR SR -

A H B T EKEIE - AMEAMEARESEAL - SIRRZEZEAS BN BA A e84 ER O
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Ty s
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M 2R - O b
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm 0 [|BERE Res=TosE[Eaaan

] |icmpv6.ty'pe=128 or icmpva. type—129 or dhepvh or ipvh fragment [X] '] +
o, Time Source Destination Protocol Length  Info —
- 53,199862 ; ; ; ;243 ; ; ; ; ;
| 6 3.112000 2001:454e:c010:101::199  2001:b010:543@: F561... ICMPVS ;'"'159'6' Echo (plng) reply id= BxBBBi seq=1 j
S 4.119258 : : : 445, : : -
p a9 A4 121485 20A1 - ARd--rATA-1A1 - - 190 2001 - hA1A - 5AIA- FRAT1  TrMPuh 15AA Frhn (ningl renlv id=0vAAR1 qnn:)‘l &

Frame 6: 1586 bytes on wire (12048 bits), 1586 bytes captured (12848 bits) on interface \Device\NPF_{AA118F26-9CC1-42(C7 ~
Ethernet II, Src: 50:00:00:01:00:81 (50:00:00:01:00:01), Dst: 50:00:00:06:00:00 (50:00:00:06:00:60)
~ Internet Protocol Version 6, Src: 2001:454e:c010:101::199, Dst: 2001:b016:5438: f501:4485:acd1:216f:1168
@11@ .... = Version: 6
. Beoe @e.e .... .... .... .... .... = Traffic Class: @xB8 (DSCP: (CS®, ECN: Not-ECT)
200 0000 = Flow Label: 8x0000@

Payload Length: 1452
Next Header‘:_ICMPvE (58)
Hop Limit: 63
Source Address: 2801:454e:c818:181::199
Destination Address: 2801:b81@:5430:f501:4485:ac41:216:1168
v Internet Control Message Protocol vb

Type: Echo (ping) reply (129)

Code: @

Checksum: 8x6573 [correct]

[Checksum Status: Good]

Identifier: @x8801

Sequence: 17

Response To: 5]

[Response Time: 2.138 ms]
v Data (1444 bytes)
Data: 6162636465666768696a6bbchdbebf7@717273747576776162636465666768696abb6chd...
[Length: 14441 v

O 7 wireshark_WANTNOGBI peapng || Packets: 17 +Displaved: 8 (47.149) - Dvopped: 0 (0.0%) || Profile: Default

7 EZEEMEERESHA Path MTU 22 Ping Reply &

A H B T EKEIE - AMEAMEARESEAL - SIRRZEZEAS BN BA A e84 ER O
-8-



HF-17 IPv6 Path MTU K Router Advertisement
(=) BUKHY Path MTU 2 Ping Payload #E1 7 HE
1. Ping Iz : ping www.twnic.tw -l 1446
JENELE @ Path MTU=1492 » Client MTU=1492 » Packet Size=1494

Ping JIztE8 2 Payload %5 1446 bytes » #4{F L3 Packet A/ Ay
1494bytes 1F 7 KGR IRIE N Y L2 Frame A/ A 1508 bytes» sFELI T -

Ping JHIE, Ethernet IPv6 | ICMPV6 Ping
Header Header | Header Payload
IPv6:1494 bytes

Ethernet:1508 bytes 14 bytes 40 bytes 8 bytes 1446 bytes

8 ICMPV6 Payload %y 1446 bytes 11y Ping £ 1451

AEAGERANE 9 Fior > 5 1 58] T B3RS AT | fYEIE - k3%
Ping H UL EI IE 5 [B178 - FoJR RZ A IS www.twnic.tw £ MTU & 1550
bytes - F£ 55— R [EIERF A GHErT 3 E] > Fr AAE AL - ZIRGIRKIE

PMD HYZE(FEIE MTU » Hgk=2[0EE GRS T -
PS C:\Windows\system32> ping www.twnic.tw -1 1446

Ping web-server2.twnic.tw [2001:454e:¢010:101::199] (£ 1492 {17 C4HAYERL:
TR imiy

[O]78 5 2001:454e:c010:101::199: H¥[tH=12ms

[O]78 5 2001:454e:c010:101::199: HF[E=12ms

[O]78 H 2001:454e:c010:101::199: H¥[Ei=10ms

2001:454e:¢010:101::199 1y Ping #RsT&E R}

A OfFE =4 BEdxE] =3, 2EK =1(25% EK)
REJAIZR IR (ZFD):

&/ IME =8ms > i AME = 12ms » S = 10ms
PS C:\Windows\system32>

9 Ping {45 5 (Packet Size=1494 » MTU=1492 > Path MTU=1492)

A H B T EKEIE - AMEAMEARESEAL - SIRRZEZEAS BN BA A e84 ER O
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AN
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I Dy 4 == mn AL 4K
iﬂ‘r\ﬂfo == EHZwaﬁwﬁ

==

BB B B EFRIEF TSR

2. {#HH] Wireshark #7122 Ping HiElizHEH
IPV6 160 K /N By 1510 bytes » A A AT EHEAY MTU » B DL& 45 2 WG
B 7 R —EH -

(1) 25— Fragement | E%

M 1TU_1446 1.pcapng - m} *
File Edit View Go Capture Analyze Statistics Telephony \Wireless Tools Help
dm i@ RERe==F o FEaqaaH
W [ &pply a display filter -+ <Ctrl-F 3 -]+
Har Tirne Sonrree Destination Protaeal Length  Info )
20,10 200270 200100105430 5001 . A7 200005 0e. 010400 . TCMDUE Z6.Echo laing) coguoci dd=0.000] Q=G0 _boo 1imi+_192 [noo]
21 10.793224 2001:454e:c010:101::199 §???419?%9E§?§?5f§?%w.IPV5 1582 IPv6 fragment (off=8 more=y ident=8xdalad79f nxt=58)
= T I0. 10228 TOOL: Ao0e  COL0 101 10T 2001 DOL0: o030, To0 L TLNPvE B LChC (pIng] reply 1d-ox S SEq-00, NOp Iimits Fequest 1hw v

Frame 21: 1582 bytes on wire (12816 bits), 1502 bytes captured (12016 bits) on interface \Device\NPF_{AA118F26-9CC1-42C7-B6BA-2715FC7B9DAS}, id @
Ethernet II, Src: 50:00:00:01:00:81 (50:80:00:01:80:01), Dst: 50:09:00:06:00:00 (50:00:00:86:00:00)
v Internet Protocol Version 6, Src: 2001:454e:c@10:101::199, Dst: 2001:b81@:543@:1501:4485:acdl:216f:1168
glle .... = Version: 6
.. BBBO 88BA .... .... .... ... ... = Traffic Class: @x88 (DSCP: CS@, ECN: Not-ECT)
000200000000 E O R sllouy | abel: B:x00008
Payload Length: 1448
Next Header: Fragment Header for IPv6 (44)
Hop %t: 63
Source Address: 2001:454e:c810:101::199
Destination Address: 2081:b810:5438:f501:4485:ac41:216F:1168
v Fragment Header for IPwb6
Next header: ICMPv6 (58)
Reserved octet: @x@@
£002 BBE@ 00Q B... = Offset: @ (@ bytes)
............ .80, = Reserved bits: @
............... 1 = More Fragments: Yes
Identification: O@xdalad79f
Reassembled TPv6 in frame: 22]
v Data (1440 bytes)
Data: 81€0f1d1@001003c6162636465666768696a6bbcbdbebf7@717273747576776162636465..
[Length: 1448]

O 7 MTU_1446_1 peapng Packets: 659  Displayed: 659 (100 0%) Profile: Defanlt

10 EREFHELAN Path MTU 2 Ping Request(55— ) E2)

#¢[E 10 =] 222 IPv6 Header (NI4T 8 bytes HY Fragmentation Header -
Fragmentation Payload HI| 5 1448 bytes - [REfH157E(€r L) 8 bytes (18
T PRit&—EZfh - EERHEDE 8 HYfEEY > IPV6 Fragmentation Ef 1451
AfE 11 -

Fragement £ | Ethernet IPv6 Fragment Fragment
Header Header Header Payload

IPv6:1488 bytes
Ethernet:1502 bytes 14 bytes 40 bytes 8 bytes 1440 bytes

11  Fragmentation £ 154

AR EE TEREE - AMEAREARESEAL - 5 FR A SRS R EA A 2B &R L
-10-



(2) 55—l Fragement 5 Ez(ff& 7 E2)

-+ IPv6 Path MTU K Router Advertisement

M MTU_1446_1.pcapng - [m] X
File Edit View Go Capture Analyze Statisics Telephony Wireless Tools Help
Am 3 e RE Qes=2F 45 = aqan

T+

[&pply a display filter -+ «Ctil-f=

No. Time Souree Destination Protoeol

Length  Info
76 Echo (ping) request id= BXBBBI seq=6@, hop 1imit=128 (reply i..
15R2 TPy fragment (off- — —

Of nyt+=08)

2@ 10.790870 2001:b010:5430:f501:448.. 2001:454e:c010:101:... ICMPvE
1od9de.cplp.1p. 190 2aa1.bpp-o430. £op]  TPuE
22 10.793224 2001:454e:c010:101::199  2001:b010:5430: f501.. ICMPvE

76 Eche (ping) reply id=0x@@01, seq=6@, hop limit=63 (reguest in. Iv

————— e el A el ity | 2DE]: 000000
Payload Length: 22
Next Header: Fragment Header for IPw6 (44)
Aop [1imit: 63
Source Address: 2001:454e:c01@:101::199
Destination Address: 20081:b@1@:5438:f501:4485:ac41:216f:1168
v Fragment Header for IPv6
Next header: ICMPv6 (58)
Reserved octet: @x80
0eee elel 1ele e...
. .B@. = Reserved bits: @
............... 8 = More Fragments: No
Identification: @xdalad79f

= Offset: 180 (1440 bytes)

[Frame: 21, payload: ©-1439 (1448 bytes)]
[Frame: 22, payload: 1448-1453 (14 bytes)]

g
[Reassembled IPv6 length: 1454]

TP oD\ DINE S TEpIy C127)
Code: @

Checksum: @xfldl [correct]
[Checksum Status: Good]
Identifier: @x0001

Sequence: 68
Response To: 28]

i 2.354 ms]

.. 0008 8888 .... .... ... ... .. = Traffic Class: @x@@ (DSCP: CS@, ECN: Not-ECT) ~

[Begssemblad TDuE data. 21 636465666768696abbbcEdbebf70717273747576776162636465..]
v Internet Control Message Protocol v6

v Data (1446 bytes)

[Length: 1446]

Data: 6162636465666768696abbbcbdbebf78717273747576776162636465666768696a6b6chd...

&l 12

felEl 12 523 2 {i# 1Pv6 5 Bt

BHZZ R ELRE RN Path MTU 2 Ping Request(i 1% 5 E2)

14 8 bytes Fragmentation Header 7z 14

bytes Fragmentation Payload - &{}f{4{& Fragmentation 5 F&~ Payload >
%55y 8 bytes ICMPV6 Ping Header J; 1446 bytes Ping Payload > #[1[&] 13-

&— Fragement [ Ethernet | IPv6 Fragment Fragment
IPV6:1488 bytes Header Header Header Payload

Ethernet:1502 bytes

14 bytes 40 bytes

8 bytes

1440 bytes

S
55— Fragement Ethernet IPv6 Fragment Fragment
IPv6:62 bytes Header | Header Header Payload

Ethernet:76 bytes

14 bytes 40 bytes

8 bytes

14 bytes

IPv6
Header

“ffi& Ping £

ICMPV6
Header

Ping
Payload

IPv6:1494 bytes
40 bytes

8 bytes

1446 bytes

13  Fragmentation £H

AT EE MBI - AR R
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(=) LUK Path MTU 2 IPv6 Packet #E77HIE,

ISR R 1% Packet Too Big AIIEIREST L » NERERIBIHELAAT
Path MTU iy = AT BISE 11 T SHRRTTig 2 netsh » F-BIE R
FBHSHIFE) MTU H285 > 4108 14 (“WAN™ £ IPV6 4855/ I A7)

B OEE

2 € MTU : netsh interface ipv6 set interface "WAN" mtu=1500

B fatd MTU : netsh interface ipvé show subinterfaces "WAN"

PS C:\Windows\system32>netsh interface ipv6 set interface "WAN" mtu=1500
HESE

PS C:\Windows\system32>netsh interface ipv6 show subinterfaces "WAN"

MTU MediaSenseState FEUHY{LTTAH FIXHIALTTAE S

1500 1 476537 397470 WAN

PS C:\Windows\system32>
14 3RERBE MTU ZEME (MTU=1500)

1. IPV6 HARAFE i
R DL IPV6 i85 4w H] 7 NE 3 (https://test-ipv6.com) » A H] IPV6 245 K7 IPv6
Path MTU Discovery THEEIEE » @1[E 15 -

[#rz1pve | [mmma | [mmmmm | it
Gz
a e
HIEHRAY IPv6 EE, =
BER | [ NSER / BREM | [ R 1Pv6 M@ | B
EEIF2MWEFY  EN3EEEeEE—FrREL. SEIRERALEETEENUE IPve BREBZF TS
>,
EEREE EEE
EI5 IPv4 DNS 5232 Bkh (0.089s) {=F8 ipv4
H5 IPv6 DNS 5028 FiL (0.2195) 1=F ipv6
BIFEREE DNS 28 BT (0.5875) A8 ipv6
IS ERE DNS FEAEE AL (0.6005) RS ipvé6
B IPv6 KB B (0.583s) fEF ipve
FIEA28T ISP DNS {ERRRE2 &SR IPve  BiL (0.594s) /8 ipve
) IPv4 IRISIRMEE BRI (0.1955) =R ipv4 ASN 17713
33 IPv6 FRISIEMHE B (0.190s) =R ipv6 ASN 1659

AR EE TEREE - AMEAREARESEAL - 5 FR A SRS R EA A 2B &R L
-12-


https://test-ipv6.com/

HF-17 IPv6 Path MTU K Router Advertisement
2. Ping JHIEL= : ping www.twnic.tw -1 1446
HIE g4 © Path MTU=1492 > Client MTU=1500 - Packet Size=1494

Ping JHIs\EE 2 Payload %5 1446 bytes » #4{E L3 Packet A/ Ay
1494bytes 1T 7. R 4R ERTE T HY L2 Frame K7\ By 1508 bytes 5140 T -

Ping s Ethernet | IPv6 | ICMPV6 Ping
IPV6:1494 bytes Header Header | Header Payload
Ethernet:1508 bytes 14 bytes 40 bytes 8 bytes 1446 bytes

16 ICMPvV6 Payload /£ 1446 bytes iy Ping £ 1454

AEAGERAE 17 Fos > 55 1 255 T iRkl /EIE - ForEfalix
tHIRH - Hogg 3 5F Ping &R IR [ 7 -

PS C:\Windows\system32> ping www.twnic.tw -1 1446

Ping web-server2.twnic.tw [2001:454e:c010:101::199] ({#FH 1446 fir e4HAYEE):
— MR

[O]78 H 2001:454e:c010:101::199: H¥F[E=53ms

[O]78 5 2001:454e:c010:101::199: H¥[E=52ms

[O]78 5 2001:454e:c010:101::199: H¥[Ei=45ms

2001:454e:c010:101::199 HY Ping #zt&fk

B Oz =4 CdiE =3, EiEK =1(25% EK)
REIAIAR[EFE (D)

me/IME = 45ms > 5z KME = 53ms > g =50ms
PS C:\Windows\system32>

17  Ping Jlz{45 5 (Packet Size=1494 » MTU=1500 - Path MTU=1492)

3. {# ] Wireshark #2< Ping Az A EH
(1) ICMPv6 Ping £1E118#5 1446 bytes data » IPv6 Packet 3 1494 bytes -
N EHE MTU 1500 » Fr DLEREDL—(EE ALY -
(2) [ERIUZE] Packet Too Big BY[E[JE » G &5H1H MTU £ 1492 -

A H B T EKEIE - AMEAMEARESEAL - SIRRZEZEAS BN BA A e84 ER O
-13-



2RI D A e d g )
o= | PVO 3 :]Tz_ib/ H‘F,?;!é —

RS =
BB B B EFRIEF TSR

VRt -0
dn 0 [ BRB ] TossEaqam
[ [iempv6.type=128 or iempv6.type=123 or dhepvé or ipv6 fragment [x] -]+
s T s Dtz Esiezol_Loaahuis —

3 3.873730 2081:b018:5430:501:448.. 2081:454e:c010:181:.. ICMPvE 1588 Echo (ping) request id=8xB@81, seq=65, hop 1limit=128 (no resp.

z E B B B t454e:cdln: vi cho (plng) request 1d=dxi » seq=bb, hop limit= reply 1.
9 4.088349 2001:454e:c010:161::199  2001:b016:5430: FSBl ICMPvE 76 Echo (ping) reply id=8x@@@1, seq=66, hop limit=63 (request in.. v

Frame 4: 1294 bytes on wire (18352 bits), 1294 bytes captured (18352 bits) on interface \Device\NPF_{AA118F26-9CC1-42C7-B6BA-2715FC7BIDAS}, id @
Ethernet II, Src: 508:00:00:01:00:01 (50:00:00:01:00:01), Dst: 50:00:00:06:00:00 (50:00:00:06:00:00)
Internet Protocol Version 6, Src: 2801:b81@:543@:f581::1, Dst: 2001:b0818:5438:1501:4485:ac41:216f:1168
) ge Protocol v6
Type: Packet Too Big (2)
Code: @
Checksum: @x8842 [correct]

[Checksum Status: Good]

MTU: 1492
v Internet Protocol Version 6, Src: 2001:b010:543@:f501:4485:ac41:216f:1168, Dst: 2001:454e:c010:101::199
8118 .... = Version: 6
. @eee eeea .... .. = Traffic Class: @x@@ (DSCP: CS@, ECM: Not-ECT)

. . @eeo 8888 8888 8888 8088 = Flow Label: @x@@eee
Payload Length: 1454
Next Header: ICMPv6 (58)
Hop Limit: 127
Source Address: 2001:b@10:5430:1501:4485:ac41:216f:1168
Destination Address: 2001:454e:c@1@:101::199
v Internet Control Message Protocol vé
Type: Echo (ping) request (128)
Code: @
Checksum: Bxf2cc [unverified] [in ICMP error packet]
[Checksum Status: Unverified]
Identifier: @xeeel
Sequence: 65
v Data (1184 bytes)
Data: 6162636465666768696a6bbcbdbebf78717273747576776162636465666768696a6bbchd...
[Length: 1184]

18 Packet Too Big (Packet Size=1494 > MTU=1500 - Path MTU=1492)

(3) {8 Ping B B MTU 1492 53 BIRGEL K Ebet

M ZrEE - m] X

File Edit View Go Capture Analyze Statisics Telephony Wireless Tools Help

Adm 7 ® RRE QexsEF ez EaqaasE

(W il a display filter -+ oCtil-f= -+
Ha Time Somrce Destination Promcol  Length  Info —_—~
6 4.084211 2001:b010:5430:f501:448.. 2001:454e:c010:101:... IPvE 1582 IPv6 fragment (off=0 more=y ident=OxacB6fBcd nxt=58)
7 4.984211 2801:b810:5430: F501: 448.. 2001:454e:c010:101:... TCMPVE 76 Echo (ping) r‘equsst id=BxBBBl, Seq=66, hop 1imit=128 (reply i..i
5 4. MS B e:Cl B B B B 581 IPve 1582 IPvb ftragment more=y ldent=x. esal nxt—%) v

Frame 7: 76 bytes on wire (688 bits), 76 bytes captured (688 bits) on interface \Device\NPF_{AA118F26-9CC1-42C7-B6BA-2715FC7BIDAS}, id @ -
Ethernet II, Src: 50:00:00:06:00:00 (50:00:00:06:00:00), Dst: 50:00:00:01:00:01 (50:00:00:01:00:01)
v Internet Protocol Version 6, Src: 2001:b816:5430:f501:4485:ac41:216f:1168, Dst: 2081:454e:c018:101::199
@118 .... = Version: 6
. beee eoee .... .. = Traffic Class: @x@@ (DSCP: CS@, ECN: MNot-ECT)
. . ©ooe EBEB HBHB BBBB EBEH = Flow Label: 8x80080
Payluad Length: 22
Next Header: Fragment Header for IPv6 (44)
Hop Limit: 128
Source Address: 2001:b@10:5430:f501:4485:ac4l1:216F:1168
Destination Address: 20@1:454e:c@1@:101::199
~ Fragment Header for IPvb
Next header: ICMPv6 (58)
Reserved octet: @x@@
0000 0101 10918 @... = Offset: 180 (1448 bytes)
.08. = Reserved bits: @
..0 = More Fragments: No
TIdentification: @xac86fBcd
o e Gibagments (1454 byiec); ﬁﬁ(lMH\ #7(141]
[Frame: 6, payload: 8-1439 (1448 bytes)]
[Frame: 7, payload: 1448-1453 (14 bytes)]
[Fragment count: 2]
[Reassembled IPv6 length: 1454]
[Reassembled IPv6 data: B606f2cb@B01008426162636465666768696abbbcbdbebf708717273747576776162636465...]
v Internet Control Message Protocol vé

19 Fragmentation (Packet Size=1494 > MTU=1500 > Path MTU=1492)

AR EE TEREE - AMEAREARESEAL - 5 FR A SRS R EA A 2B &R L
-14-



-+ IPv6 Path MTU K Router Advertisement

= ~ Router Advertisement 744

TR AR 1% &5k IS =455 (Router Solicitation, RS)EME » g HEsHI
[0 B B H 28/ 2 (Router Advertisement, RA)EMEL » /B Gateway {i7 ik ~ IPv6
Prefix Fz DNS i HEfR 4G49S FAY T > EHRUTEIBLAE RS 1PV6 firtikiE#
4L > iE R SLAAC (StateLess Address AutoConfiguration)fiz il @5k ©

(% SLAAC 4 - IPV6 iEEE(tSSHMNAE iz bl B #f5 k%] - B35 Sateeless
DHCPV6 % Stateful DHCPV6 » T]i&E#E% E RA £ A R{E A7 7T (M-bit
O-bit) - {773 & A DHCP {EIHkgsHUS DNS fizil ke 1Pv6 firhl: - HAE(ER
TEWFE 2 -

2 M-bit/O-bit 3 EE B I FE AR

frhkFEIR | M-bit | O-bit ICMPV6 HHE TSR
SLAAC F R3 >| &
+ 0 0 & RA (IPv6 Prefix ~ Gateway ~ DNS) &
o FH PR 7 #% RDNSS .
RDNSS Vi 2185 DNS 25 &
RS
i ¥
RA (IPv6 Prefix ~ Gat
Stateless ; . - > (IPv6 Prefix ~ Gateway) E;
DHCPV6 ) DHCPv6 Request >
Ui < DHCPv6 Reply (DNS) A
RS
H g P
Stateful 1 y }5 P RA (Gateway) E;
DHCPV6 ) DHCPv6 Request >|
Ui < DHCPv6 Reply (IPv6 i+ 4- ~ DNS) o

AR EE TEREE - AMEAREARESEAL - 5 FR A SRS R EA A 2B &R L
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L Y 4 An‘——;

CJV/ 7|| f \v/ ‘ ,--Jl I»/ 1 \tp"

BB B B EFRIEF TSR

V'l ~ Router Advertisement & |5
(—) SLAAC+RDNSS (M-bit=0, O-bit=0)
ICMPV6 [ EIAS SR RAE

(1) B F1#%[fe80::942a:a8d8:d1e8: 3e42] % Multicast[ff02::2] 2% 1| RS-
(2) Router[fe80::a8bb:ccff:fe00:9000]7% % Multicast[ff02::1][=]7& RA » H

Fim EARIREE RA BT
A. IPv6 Prefix[2001:b010:5430:f501::/64]
B. Gateway fir - & :H[fe80::a8bb:ccff:fe00:9000]

C. DNS {ir#k[2001:b000:168::1/2001:b000:168::2] - {HAIFH FlimfEZE

FA S Tk RDNSS RIHEEETS -
Bz RA BHEANE

A Capturing from WAN - o x
Fle Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
mg® RE Res=FTLIEaaanr

[ [icmpv6 or dhopve X 1+
o, Time Souie Destination Proweol  Length  Info

5 7.917319 fe80::942a:a8d8:d1e8:3e42 £102::1:2 DHCPv6 157 Solicit XID: @xad@c55 CID: @081000128fa36a10080c29918e57

6 7.918317 fe80::a8bb:ccff:feP0:9000 Fe8O: :942a:a8d8:dle.. DHCPv6 117 Advertise XID: @xad@cSS CID: 8091000128fa36a1000c29010e57

L 9 8.244255 Te80::a8bb:ccff:fe00:9000 feB0: :942a:a8d8:dle.. ICMPvE 166 Router Advertisement from aa:bb:cc:00:90:00
TIENTTTY iy
id @

Ethernet II, Src: aa:bb:cc:080:90:00 (aa:bb:cc:08:99:00), Dst: 50:00:00:06:00:00 (50:00:00:06:00:00
Internet Protocol Version 6, Src: fe80::a8bb:ccff:fe@d:9000, Dst: fe8d::942a:a8d8:dle8:3ed2
v Internet Control Message Protocol v6
Type: Router Advertisement (134)
Code: @
Checksum: @x1c76 [correct]
[Checksum Status: Good]
Cur hop limit: 64

= Managed address configuration: Mot set M b't_o O bt_o
s Other (nn'Flur‘atJun llot set -DIt= 1 -DIt=

...e@... - Prf (Default Router Preference): Medium (8)
... .B.. = Proxy: Not set
«v.. ..B. = Reserved: @

Router lifetime (s): 1800

Reachable time (ms): @

Retrans timer (ms): @

ICMPV6 Option (Source link-layer address : aa:bb:cc:00:90:00)

£ Ooion

ICMPve Option (Recursive DNS Server 2001:b000@:168::1)
ICMPv6 Option (Recursive DNS Server 2001:b800:168::2
ICMPve Option (Prefix information : 2001:b81@:543@:f5@1::/64)

Frame 9: 166 bytes on wire (1328 bits), 166 bytes captured (1328 bits) on interface \Device\NPF_{AA118F26-0CC1-42C7-B6BA-2715FCTBIDAS),

RA 2[5 DNS (RDNSS )

@ 7 WAN: dlive capture in progress> Packets: 365 Displayed: 110 (30.1%)

Profile: Default

& 20 SLAAC+RDNSS (M-bit=0, O-bit=0)E}u#HHY

AR EE TEREE - AMEAREARESEAL - 5 FR A SRS R EA A 2B &R L
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-+ IPv6 Path MTU K Router Advertisement

(=) Stateless DHCPv6 (M-bit=0, O-bit=1)

1. ICMPV6 £ SR AL

(1) B F1#%[fe80::942a:a8d8:d1e8: 3e42]

(2) Router[fe80::a8bb:ccff:fe00:9000]7%

Pl EAAE RA HUE

A. IPv6 Prefix[2001:b010:5430:1501::/64]
B. Gateway ﬁ[ijf“ﬂ[feBO -a8bb:ccff:fe00:9000]

() AFERE

7% Multicast[ff02::2] 2% 1| RS-

78 Multicast 2%, DHCP Request[ff02::1] -

75 Multicast[ff02::1][=]7& RA -

(4) DHCP[fe80::a8bb:ccff:fe00:9000][=]7 DHCP Reply » FH Filii F #4¢
DHCP Reply J&#5 DNS fi7#-[2001:b000:168::1/2001:h000:168::2] -

Bz RA BHEANE

[ |zempv6 or dhepv

DHCPv6 117 Advertise XID: @xe74a43 CID: 0091000128fa3baledac2

Ho. Time Source Destination. Protocol Length  Info
8 5.899913 fe8B: :a8bb: ccff:fed0:9000 fe8@::942a:a28d8:d1e8:3e42
9.5 117915 £280..0425. 28d3 dle8 342 f£o2..2 LCMEE 0 Rout
18 5.118633 feBO: :a8bb: ccff: fe00:9000 feB80::942a:a8d8:d1eB:3ed42 ICMPv6

<

11 5.123475 Ten0: §Z!a 264D :a1e8: 3642 tt82::16

TCNEVG

..8. .... = Home Agent: Not set
...8 @... = Prf (Default Router Preference): Medium (@)
. .B.. = Proxy: Not set
..8. = Reserved: 8
Router lifetime (s): 1880
Reachable time (ms): @
Retrans timer (ms): @
ICMPv6 Option (Source link-layer address : aa:bb:cc:80:98:80)
ICMPvE Option (MTU : 1580)
ICMPv6 Option (Recursive DNS Server 20@1:b@0@:168::1)
ICMPv6 Option (Recursive DNS Server 2801:b8808:168::2)
ICMPv6 Option (Prefix information : 2881:b818:5438:f581::/64)
Type: Prefix information (3)
Length: 4 (32 bytes)
Prefix Length: 64
v Flag: Bxc®, On-link flag(L), Autonomous address-configuration flag(A)
1... ... = On-link Flﬁ(\.): Set

v Flaﬁs: 0x48, Other configuration, Prf (Default Router Preference): Medium
@... .... = Managed address configuration: Not set I - -
.1.. .... = Other conﬁ&ratiun: Set M'bltzo, O'blt:].

Autonomous address-configuration

l .1.. .... = Autonomous address-configuration flag(A): Set

.@. .... = Router address flag(R): Not set
.8 8888 Reserved: @

Valid Lifetime: 2592000

Preferred Lifetime: 6084300

| flag=1->{#F] RA $2(LAY Prefix

v

@ 7 DHCPve: Protocol

Packets: 37  Displayed: 15 (40.5%)

Profile: Defanlt

AR EE TEREE - AMEAREARESEAL - 5 FR A SRS R EA A 2B &R L
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L5 |PVA EA R @

BB EA R EARIEESR

3. #52Z DHCP Reply £11/9%5

L 17 5.133374 fe80: :a8bb: ccff:felB: 9000 fe80::942a:a8d8:d1e8:3e42

~

DHCPv6 134 Reply XID: Bx367eb6c CID: 0001000128fa36a1000c2901€ J

>

Frame 17: 134 bytes on wire (1872 bits), 134 bytes captured (1872 bits) on interface \Device\NPF_{AA118F26-9CC1-42C7-B6BA-2715FC7B9DAS}, id @
Ethernet II, Src: aa:bb:cc:08:90:00 (aa:bb:cc:00:90:08), Dst: 50:00:00:06:00:00 (50:00:00:06:00:00)

Internet Protocol Version 6, Src: fe8@::aBbb:ccff:fed0:9800, Dst: fe80::942a:a8dB:dle8:3ed2

User Datagram Protocol, Src Port: 547, Dst Port: 546

DHCPv6

Message type: Reply (7)

Transaction ID: @x367ebc

Server Identifier

Client Identifier

v DNS recursive name server

v v v v

Option: DNS recursive name server (23)
Length: 32

1 DNS server address: 2001:b@@@:168::1

2 DNS server address: 2081:b088:168::2 DHCP Replay %{;H\: DNS {agﬁ%’fﬂiﬁ

@ 7 DHCPyf: Protacol || Packets: 37 - Displayed: 15 (40.5%) ' Dropped. 0 (0.0%) || Profile: Default

AR EE TEREE - AMEAREARESEAL - 5 FR A SRS R EA A 2B &R L
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12 IPv6 Path MTU K Router Advertisement
(=) Stateful DHCPv6 (M-bit=1, O-bit=1)
1. ICMPV6 HHEASH AR
(1) B F1#%[fe80::942a:a8d8:d1e8:3e42] 7% 4% Multicast[ff02::2]2% H| RS-
(2) Router[fe80::a8bb:ccff:fe00:9000]7% %% Multicast[ff02::1][=]7E RA » A
ﬁﬂﬁ%ff%{m}% RA Hif5 Gateway {iril-[fe80::a8bb:ccff:fe00:9000] -
(3) H P FfFE 4 Multicast 284, DHCP Request[ff02::1:2] -
(4) DHCP[2001:b010:5430:f501::100][=7 DHCP Reply » F i E ¢
DHCP Reply 15 :
A. 1Pv6 {i71}[2001:b010:5430:f501:33f2:125b:d695:4d6f]
B. DNS {ir#F[2001:b000:168::1/2001:b000:168::2] -
2. RA HEANE

Poteol  Length Info _A
58 9.854817 2001:b@10:5430:501::1 2001:b01@:5430: f501:80ef:38e.. ICMPvE 144 Destination Unreachable (no route to destination) i

51 o 1677}7 - y] ££00. .2 TFW £ B Route olicitatd rom 50-00-00.06.00.

52 9.163182 feB@: :aBbb:ccff: fedB: 9000 feB0::942a:a8d8:d1e8:3e42 ICMPvE 118 Router Advertisement from aa:bb:cc:00:96:00

B 0. 008276 Ten0: 0025000 01en: 322 T2 i1 2 DHCevE T07 Request RiD: Dxccdalg Cin:

55 9.957327 2001:b210:54308:f5@1: :10@ feB80::942a:a8d8:dleB:3e42 DHCPvE 2083 Reply XID: Oxccd438 CID: 0001000128falbaleedc2901cill v

>

hd Flﬁs Bxcd, Managed address cunﬁ%ratlun Qther configuration, Prf (Default Router Preference): Medium ~
....... = Managed address configuration: Set
.1.. .... = Other configuration: Set M blt l O blt 1
..8. .... = Home Agent: MNot set
...8 8... = Prf (Default Router Preference): Medium (8)
. .8.. = Proxy: Not set

.8. = Reserved: @
Router llfetlme (s): 1800
Reachable time (ms): @
Retrans timer (ms): @
ICMPv6 Option (Source link-layer address : aa:bb:cc:08:90:08)
ICMPvE Option (MTU : 1580)
ICMPv6 Option (Prefix information : 2001:b818:5430:f581::/64)
Type: Prefix information (3)
Length: 4 (32 bytes)
Prefix Length: 64
v Flag: @xc@, On-link flag(L), Autonomous address-configuration flag(A)

h - Oplik Flae(l): ser Autonomous address-configuration
\ T T e I flag=1->f#FH RA $2{L1y Prefix

<

AR EE TEREE - AMEAREARESEAL - 5 FR A SRS R EA A 2B &R L
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(4\Y TSEIPVvE=EHR

\
> -5 =t
}%2/4/ B AR REHREDSE
\% . .
3. DHCP Reply 1A%
W [iempvt or dhepvd [X] ~T+
To Time Source Destination Poiocol  Length  Info =
i 52 9.163182 feB0@: :a8bb:ccff:feb0:%000 fe80::942a:a8d8:d1ed:3e42 ICMPwE 118 Router Advertisement from aa:bb:cc:080:90:088 —
| T L Lo 042 abdi dlef ded2 ££09--1.9 DUCEG fd RBeguest XID. Gxccddlg CID. —
= 55 9.957327 2001:b010:5430: F581::100 fe8@::942a:a8d8:d1led: 3242 DHCPv6 203 Reply XID: @xccd438 CID: 0001000128fa36al000c2901e==
S— — —
56 9.962458 fef0::942a:a8d8:dleB:3ed2 £02::16 ICMPvE 9@ Multicast Listener Report Message w2

v DHCPvé

Length: 48

T1: 43208
T2: 69120
~ IA Address

IAID: @75eeeee

Message type: Reply (7)
Transaction ID: @xccd438
Server Identifier
(lient Identifier
v Identity Association for Non-temporary Address
Option: Identity Association for Non-temporary Address (3)

Option: IA Address (5)

Internet Protocol Version 6, Src: 2801:b810:5430:1581::18@, Dst: fe80::942a:a8d8:d1le8:3ed2
User Datagram Protocol, Src Port: 547, Dst Port: 546

Option: DNS recursive name server (23)

i 24
lIPv6 address: 2001:b010:5430:F501:3372:1250:d695:4d6r ] D HCP Replay %%GH\: IPv6 ﬁliﬂ:
reterre ifetime:

Valid lifetime: 172800
~ DNS recursive name server

Length: 32
—
1 DNS server address: 2801:b808:168::2
2 DNS server address: 2001:b@0@:168::1
—

| DHCP Reply 2 DNS Server firi:

AT EHE MBI > AMSAPEAEEAL - 5THRZEEHS R B EIA A
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